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A word from Chairperson, CBEC
The 1SO27001 certification for CBEC’s
IT Consolidation program is an
achievement we are proud of In a
centralised IT environment like ours,
the need for Information Security
Awareness is paramount. This is a
welcome step in this direction.

Member(Computerisation) says
“Technology is great enabler, but do
not allow it to be your boss. Know not
only how to use it, but also how to keep
the information secure. A few basic
precautions is all it takes...”

Message from DG Systems
“The ISO certification marks only the
beginning of our journey towards a

L]

Welcome to the Inaugural Issue of CBEC’s information security

bi-annual newsletter. We see this as a platform for exchange of
ideas and information related to the field of information security.
We would also try to cover emerging issues, security tips and
interesting news snippets, etc.

Technology has penetrated all spheres of our lives. Whether it is the way we
communicate through emails and phones, the way we plan travel by
booking tickets online, the way we shop or get directions through GPS
enabled devices, technology has transformed our lives. Information is only a
click away and is served on our plates instantly with the advent of search
engines like Google. With information, comes the threat of misuse and
hence the need to safeguard it through preventive controls and constant
vigilance.

CBEC has been a pioneer in adopting Information Technology (IT) in the

secure information systems facility. ) .

B . ot Sometﬁ]ing i t;Ye service of the taxpayer. From the ICES to ICEGATE and ACES, the journey
Directorate of Systems can do by itself. has been marked with increasing automation across the country and
It needs the cooperation and making the management of IT as invisible to the user as possible, leaving

contribution of all CBEC personnel.
Security is always a team effort and
constant vigilance is the key for a
secure system.

A word from CISO*

Security is not so much about
technology, but attitude. In the words
of Aristotle, “We are what we
repeatedly do. Excellence, then, is not
an act, but a habit”. We at CBEC need
to make security a habit.

Brain Teaser-1

them to focus on their core business functions.

CBEC is the custodian of the country’s central indirect tax data across
Customs, Central Excise and Service Tax. We are therefore responsible for
maintaining confidentiality, integrity and availability in respect of this data.

CBEC was awarded the ISO 27001:9000 Certification in July 2o0m. This
however is just a starting step. We need the help and co-operation of every
single user of the system, to keep our system and its data protected and
safe. This news letter is a step in that direction.

ou might be at Risk

Don’t be tricked
into giving away

information over
phone or email

confidential

bank account details,

passwords, etc, these are most likely phishing attacks.

information,

Phishing is an illegal activity to trick people into divulging sensitive
information, such as bank and credit card accounts.

Your presence on internet for a few seconds may
compromise your identity and security if you are not
adequately protected. Beware of any unsolicited
Emails/ SMSes asking you to reveal your personal
ATM PINs,

ACROSS ACROSS
1. Device that stops unwanted traffic from entering a network (8) 7. A program/ device that monitors data travelling over a network (7)
3. Unsolicited Email that asks for your confidential personal details (8) DOWN

2. Software that scans your computer for infections (9)
4. One who penetrates the security defenses of a computer system (6)

5. Unwanted commercial emails (4)
6. Term for all Trojan, keystroke loggers, spyware and adware (7)

* CISO- Chief Information Security Officer
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